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The Potential of Generative AI in Business 
Generative AI represents a revolutionary leap in artificial intelligence, empowering systems 
to autonomously create content, designs, and solutions by learning from extensive 
datasets. Unlike traditional AI, which analyzes data for insights, generative AI produces 
original outputs—including text, images, models, and business strategies.  

 

Its applications are vast and growing, transforming how businesses design products, 
engage customers, and make strategic decisions. As a catalyst for value creation, generative 
AI positions businesses to thrive in an increasingly data-driven and dynamic market 
environment. 

The Power of Generative AI in Healthcare
Spiralogics’ commitment to integrating generative AI into healthcare stems from a vision to 
tackle pressing challenges and unlock new growth opportunities. The healthcare sector is 
focused on streamlining operations, reducing costs, and improving patient outcomes. 
Generative AI meets these demands by optimizing various facets of healthcare delivery, 
from administrative functions to clinical decision-making.  

Integrating generative AI into healthcare operations offers transformative benefits that 
directly impact the bottom line:

 Cost Efficiency: Generative AI reduces operational costs by automating repetitive tasks, 
reducing errors, and optimizing resources, leading to significant savings and streamlined 
operations

 Revenue Expansion: Advanced analytics and predictive capabilities reveal new revenue 
opportunities through improved patient engagement, service utilization, and innovative 
care models, helping healthcare businesses expand revenue streams effectively.

 Enhanced Productivity: Generative AI automates workflows, freeing healthcare 
professionals to focus on higher-value activities, driving growth and enhancing patient 
care.

 Improved Decision-Making: Access to real-time data and predictive analytics enables 
healthcare organizations to make informed, profit-enhancing decisions.

 Patient Retention and Satisfaction: Better patient outcomes and experiences boost 
satisfaction, leading to loyalty, repeat business, and steady revenue growth. 


 

Our purpose is twofold: 


 Empowering Businesses to Maximize Revenue: Generative AI equips healthcare 

organizations with the tools to significantly boost their revenue streams. By automating 
complex tasks, generating insightful analytics, and facilitating data-driven decision-
making, businesses can capitalize on new opportunities and enhance their financial 
performance. 
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 Elevating Patient Care and Operational Efficiency: Beyond financial gains, generative 
AI is dedicated to improving patient experiences and outcomes. By reducing 
administrative burdens, enhancing diagnostic accuracy, and streamlining workflows, 
healthcare professionals can focus more on patient care, thereby driving higher 
satisfaction and better health outcomes. 

SAM: A New Era of Generative AI for Your Business 
In today's rapidly evolving technological landscape, the healthcare industry faces a growing 
need for customized generative AI solutions that prioritize data security. Spiralogics AI 
Model, SAM for short, has been developed with the objective to improve the business 
process securely with power of Generative AI. 



SAM was initially developed as a generative AI tool that provides responses to general 
prompts. With the company’s expertise in the healthcare domain, SAM’s focus began to be 
more specific.  



SAM is a locally run generative AI tool or model, leveraging the power of Llama models, to 
assist specific industries without compromising data security. 



To understand SAM better, we must first understand its components. 

Components
LLM

Large Language Model (or LLM) are used to generate responses. These models are trained 
on vast amounts of sample data, enabling them to identify relationships between words 
and sentences, such as predicting which words typically follow others. 



LLMs allow AI tools to understand user queries and generate relevant text responses. LLMs 
also power AI tools that can identify the important parts of texts or images and provide 
summaries. 



An LLM represents an evolution of the language model concept in AI, that significantly 
expands the data used for training and inference. This leads to a massive increase in the 
capabilities of the AI model.   

LLAMA Models

Llama (LLMs) models developed by Meta, are designed to understand and generate human-
like text. SAM integrates this model for understanding context and language nuances.   

Optical Character Recognition (OCR) 

Optical Character Recognition (OCR) technology is used for automating data extraction from 
printed or written text from a scanned document or image file and then converting the text 
into a machine-readable form for further processing.    
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It is commonly used in healthcare to digitize data and improve data accuracy to obtain 
higher medical efficiency. OCR scans and converts printed and handwritten documents like 
patient forms, doctor’s notes, prescription labels, lab results, etc., into digital data. 



SAM uses Optical Character Recognition (OCR) to provide insight from images, handwritten 
notes, and documents in different formats and languages. Using the software, SAM can 
efficiently parse textual information from documents, specifically, for extracting text from 
images.     

Prompt Engineering 

Prompt engineering is the process of designing and refining input queries (prompts) to 
maximize the performance and accuracy of AI models. This practice ensures that the AI 
produces outputs aligned with specific objectives and constraints, making it a powerful tool 
for applications across various domains. 



Crafting effective prompts for SAM involves six components. These components collectively 
ensure that SAM's responses are accurate, relevant, and aligned with the user's needs.

 Task 

The task component sets a clear goal for SAM, starting with an action verb and defining the 
objective. 

Purpose of Task:

 Directs SAM’s response towards a clear goal.
 Eliminates ambiguity, making the output more actionable and relevant.

  Context 

Context supplies background information, detailing who is involved, desired outcomes, and 
the user's environment. In healthcare, this can include patient history, symptoms, or 
workflows, helping SAM generate relevant and applicable responses. 

Purpose of Context:

 Helps SAM generate responses that are appropriate to the situation.
 Narrowing down possibilities enhances the relevance and accuracy of the output. 



 Exemplars 


Exemplars are reference frameworks that enhance SAM’s responses by setting benchmarks 
for expected output quality. In healthcare, they include sample diagnoses, patient 
interaction scripts, and report formats, ensuring SAM delivers consistent, high-quality 
responses. 

Purpose of Exemplars:

 Provides SAM with a clear model to follow, improving output quality.
 Ensures consistency and accuracy in diverse applications. 



  Persona


Persona defines SAM's role or character in responses, shaping interaction style based on
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scenarios like clinical advising, virtual assistance, or compassionate guidance, enhancing 
engagement and appropriateness. 

Purpose of Persona: 

 Customizes SAM’s responses to fit specific roles, enhancing relevance. 
 Improves user engagement by aligning the interaction style with expectations. 



  Format 


Format dictates how responses are structured—tables, lists, summaries, or detailed 
paragraphs—ensuring they're presented effectively. In healthcare, formats vary for clinical 
notes, patient instructions, or administrative reports, requiring SAM's adaptation for each 
task. 

Purpose of Format: 

 Structures SAM’s output for clarity and usability. 
 Enhances the efficiency of information delivery, making it easier to interpret and apply. 




6. Tone 

Tone defines SAM’s response style—formal, empathetic, informative, or encouraging 
alignment with context and user expectations, crucial in healthcare for enhancing patient 
experience and engagement. 

Purpose of Tone: 

 Matches SAM’s responses to the appropriate style, enhancing communication. 
 Improves user satisfaction. 




Understanding what makes a good prompt is crucial for leveraging SAM's capabilities fully 
in clinical decision-making, patient interaction, and administrative tasks. 

Security 

Security is a core feature of SAM, exclusively designed to keep client’s data secure. Unlike 
other systems, SAM processes all data locally within the client’s infrastructure, ensuring that 
sensitive information never leaves their secure environment. This unique approach 
complies with stringent regulations such as HIPAA, SOX, and other US healthcare data 
security laws, safeguarding patient information and providing robust protection against 
breaches and unauthorized access. SAM’s local data processing ensures maximum data 
control and security, making it a reliable choice for handling sensitive healthcare data.   

ChromaDB 

ChromaDB is a specialized vector database designed to store information using vector 
embeddings, which are numeric representations of data essential for applications like SAM 
that rely on large language models (LLMs). 



In context of SAM, ChromaDB serves as a foundational component, enabling the application 
to persist and optimize the storage of information over the long term. Its integration 
ensures SAM can efficiently handle the vast amounts of data processed by LLM, supporting 
seamless operations and enhancing overall performance and user experience.    
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The Evolution and Architecture of SAM 
To understand the working of SAM, we need to examine its architecture, which integrates 
several key components.  



These components work together to process data, generate insights, and ensure secure 
operations within the domain. The architecture includes:

 Business Data: Serves as the foundational input for SAM's processing pipeline.  
Documents, including text-based and image-based files, are ingested into the highly 
trusted system. Each page is scanned to identify and extract information. This initial 
extraction converts document contents into a raw format ready for further processing 
into vector embeddings.

 LangChain: LangChain enables the integration of Large Language Models (LLMs) with 
diverse data sources. Facilitates the initial stage of data processing by extracting text 
from various document types. This component ensures that the text is accurately 
captured, retaining the context and structure necessary for subsequent processing 
stages. 

 Embedding: Transforms extracted text into numerical representations. The embedding 
leverages advanced contextual embeddings based on transformer architectures. These 
vectors are optimized for use with LLMs, enabling efficient computation.

 Extractor: For image-based documents, OCR technology is used to convert the images 
to text. This text is then transformed into vector embeddings for uniform processing.

 Vector Database (Vector DB): All generated embeddings are stored in ChromaDB, a 
dedicated vector database, allowing efficient and rapid retrieval based on similarity 
searches.

 Large Language Model (LLM): The model is trained on domain-specific data to improve 
its ability to provide precise and contextually appropriate responses, including complex 
analyses and summaries. By continuously updating the vector database with new 
information, LLM improves its retrieval and generation accuracy, ensuring up-to-date 
and relevant outputs.

 Fine-Tuning: Fine-tuning involves additional training of LLM on domain-specific 
datasets. This process adjusts the model’s weights to better capture the nuances and 
requirements of specialized fields such as healthcare. Fine-tuning involves crafting 
improved prompts to enhance the accuracy and quality of responses from a language 
model. 

 Security and Compliance: SAM processes all data locally on the client’s infrastructure, 
preventing sensitive data from leaving the controlled environment. Context-based 
security mechanisms allow SAM to tailor its responses, providing only non-sensitive 
information when appropriate. This local processing aligns with important regulations 
like HIPAA and SOX, ensuring secure handling of healthcare data. 

Page | 5



Context-Based Security in SAM 
SAM employs context-based security to enhance data protection by controlling the type of 
information it can access, and return based on predefined contexts. This feature ensures 
that SAM only provides non-sensitive data according to the user's role and scenario. 

 

How it Works:

 Context Specification: Before users interact with SAM, a context is specified that 
defines the scope and limitations of the interaction

 Role-Based Responses: Based on this context, SAM can be configured to respond 
appropriately, withholding sensitive data. 


 

Benefits:

 Extractor: For image-based documents, OCR technology is used to convert the images 
to text. This text is then transformed into vector embeddings for uniform processing.

 Vector Database (Vector DB): All generated embeddings are stored in ChromaDB, a 
dedicated vector database, allowing efficient and rapid retrieval based on similarity 
searches. 

SAM Security Architecture 

Exposed 

API

Web

Server

SAM

Ollama as 
Service

Llama Models

Internet

Private Network DMZ

Se
le

ct
ed

 E
xp

os
ed

 A
PI

s

Se
cu

ri
ty

Let’s dive deeper into the security architecture of SAM and see how compliant and reliable 
it is for our clients. It comprises of these components:  

Private Network
 Definition: A secure, isolated network using private IP addresses for internal 

communication
 Functionality: Ensures SAM operates in a protected environment not accessible from 

the public internet.
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Implementation: Ollama package runs as a Windows service exclusively accessible by SAM, 
ensuring internal service integrity.

DMZ (Demilitarized Zone) 
 Definition: A secure subnetwork between internal and external networks.
 Purpose: Hosts public-facing services like web servers and APIs while protecting internal 

resources
 Features:

 Only essential APIs were exposed, tested for security vulnerabilities per OWASP API 
standards. 

 Includes request rate limit feature for access control. 
 Dedicated Web Server manages API access to the external environment. 

Automating Tasks 
The redundant manual efforts are automated by implementing sophisticated data 
processing and management systems, which significantly reduce the load on workers. This 
approach allows healthcare professionals to shift their focus from time-consuming 
administrative tasks to areas that benefit from their expertise. 

 

 

Eliminating Repetitive Tasks:

 Automate data extraction from documents and images.
 Use OCR to convert images to text.
 Update the vector database with the latest information to enhance retrieval and analysis 

capabilities.  

 

Freeing Up Time for Professionals: 

 Allow healthcare workers to concentrate on patient care. 
 Facilitate research and development of new treatments. 


 

Enhancing Operational Efficiency:  

 Speed up data processing and reduce errors. 
 Streamline workflows for better accuracy and reliability. 
 Ensure quick and efficient retrieval of relevant information.

Exposing API Smoothly into Spiralogics System 

To ensure seamless integration and secure operation, SAM provides a robust framework for 
API exposure, incorporating the following features: 

 

Ease of Integration:

 Documentation: Comprehensive documentation is provided to assist developers in 
integrating SAM’s APIs with their applications effortlessly.

 Support: Technical support is available to help resolve any integration issues and ensure 
smooth deployment.
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Secure and Controlled Access: 
 Rate Limiting: To ensure stable performance and prevent misuse, we limit the number 

of requests that can be sent over a certain period
 Access Control: Secure mechanisms are in place to ensure that only verified and 

authorized users can interact with SAM’s APIs.

Future of SAM 
SAM is poised to reshape niche industries, like healthcare, with the power of generative AI. 
Furthermore, SAM's potential lies in advancing personalized care through predictive 
analytics, optimizing operational efficiency with real-time data insights, enhancing decision-
making capabilities, and context-aware content generation.  



As AI technologies evolve, SAM will continually adapt, offering scalable solutions that meet 
emerging challenges and opportunities. With its focus on secure data handling and 
seamless integration, SAM is set to drive innovation and efficiency, positioning 
organizations for sustained success in an increasingly complex digital landscape. 
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